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Introduction

This white paper instructs on how to configure the integration of IBM Rational ClearQuest
Web and IBM Rational DOORS Web Access (DWA) with Secure Sockets Layer (SSL) enabled.
The integration supports Requirements Implementation, Requirements Change
Management, and Requirements Gathering features. These features create links between a
Rational DOORS requirement and a Rational ClearQuest (CQ) change request to enable
traceability between the two records. Open Services Lifecycle Collaboration (OSLC) provides
the integration between the two products.
With this white paper you learn how to apply the RequirementsChangeRequest and
OSLCLinks packages to your ClearQuest schema. These packages enable you to use the
integration of the ClearQuest change request workflow to manage changes to the
requirements within the DOORS interface.
You must have an understanding of these topics:

+ ClearQuest schemas

+ Rational DOORS and Rational DOORS Web Access

« Open Services Lifecycle Collaboration technology

This white paper provides you with the knowledge to perform these activities:
« Configure Rational DOORS Web Access with SSL enabled
« Configure SSL for Rational ClearQuest Web
» Start Rational DOORS Web Access

« Configure the Rational ClearQuest and Rational DOORS integration

This white paper does not target information specific to tools development.
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Supported features

Requirements gathering

Requirements gathering automates the start of the product definition phase. As such,
you can gather requirements suggestions and proposals by using a change
management tool and review them through configurable work flows. Once approved,
change management records are pulled into a Rational DOORS module for further
analysis and propagation.

Requirements implementation

Brings comprehensive, round-trip traceability through business requirements, change
requests, and code. The interface reduces scope creep (uncontrolled changes in
project scope), streamlines development, and provides real-time visibility
relationships between requirements and development activities.

Requirements Change Management

Provides flexibility to implement any process for managing, tracking, and reporting
on all proposed changes against critical requirements, links, requirements structures,
specifications, test plans, and other information maintained in the change
management database.
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Preparation for the integration

To setup the OSLC-based integration between Rational ClearQuest and Rational DOORS you
must install and configure the products on a Microsoft Windows computer.

The basis of the integration is to apply the OSLCLinks V1.1 and
RequirementsChangeRequest V1.0 packages to your Rational ClearQuest schema as
explained in later topics of this white paper. You must install the Rational ClearQuest
administration tools to apply the packages to your schema.

To enable “rich-hover” capability and to support creating links from the Rational ClearQuest
Web client, install and configure the Rational DOORS Web Access client.

Prerequisites

+ Rational ClearQuest V7.1.2, V8.0, or above

« Rational DOORS V9.3 or above

+ Rational DOORS Web Access V1.4 or above
o Node locked licenses are not available

* You must have valid Rational DOORS licenses for the integration to work

Note: You can find information on the required licensing for both products in the Rational

Common Licensing Information Center:

http://publib.boulder.ibm.com/infocenter/rational/vOrOmO0/topic/com.ibm.rational.license.do

c/topics/t_define_lic_types.html

Software installation

1. Install the Rational DOORS components in this order:

a) Install the Rational DOORS Database Server V9.3 or above

b) Install DWA V1.4 or above

c) Install the Rational DOORS Client
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Note: If you require an upgrade of Rational DOORS to a higher version, you must
first stop the processes and then uninstall in the following order:

a) Uninstall the Rational DOORS client

b) Uninstall DOORS Web Access

c) Uninstall Rational DOORS server

After uninstalling, you can reinstall using the order in step 1.

2. Install Rational ClearQuest Web. Make sure you also select Administration Tools and
ClearQuest Web applications during ClearQuest installation.

Important notes

e When configuring the Rational ClearQuest and Rational DOORS Web Access
integration, you must use lower case characters for host name even if the server

name includes upper case characters. Otherwise, some integration operation will
fail.

e When configuring the integration between Rational ClearQuest and Rational DOORS,
you must specify a consistent URL format. All URLs must use either the fully
qualified domain name or just the host name. The URL format must be consistent in
the doorsRedirector.properties and festival.xml configuration files as well. You
will find more information on those two configuration files in this white paper.

The DOORS Web Access server cannot connect to the ClearQuest Web server if you

specify the URLs in mixed formats, resulting in a “"GET failed with http code 401"
error.

e The DOORS Information Center has more information on DOORS Web Access tasks:

= Installation on Microsoft Windows

dwa.install. doc/tomcs/c mtromstallwm html

= Uninstall on Windows

dwa.install. doc/tomcs/c removedwawmdows html

=  Running DOORS Web Access (includes start and stop operations)

http://publib.boulder.ibm.com/infocenter/doorshlp/v9/topic/com.ibm.rational.
dwa.install.doc/topics/c_rundoorswebaccess.html
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Configure Rational DOORS Web Access with SSL

This configuration enables DOORS Web Access to use SSL and enabling the Hypertext
Transfer Protocol Secure (HTTPS) connector in the included Tomcat server. You require a
security certificate to proceed. You can make a certificate manually for testing purposes
or you can purchase one from a trusted certificate authority. You also require a keystore
that contains the server certificate.

The default HTTPS port for the Tomcat server and DOORS Web Access is 8443. To use a
different HTTPS port, define the custom port in the server.xml file and all of the DOORS
Web Access configuration files with reference to 8443 as the HTTPS port.

Before you make any changes, you must stop DOORS Web Access. This document assumes
that that DOORS Web Access is in a stopped state. Before you update your configuration
files, back them up.

Note: At the end of this procedure, you must restart Rational DOORS and DOORS Web
Access.

Identifying the database URN

You must have a database uniform resource name (URN) before you can configure the
Rational DOORS Web Access server to communicate with the broker, the license server, and
the Rational DOORS database server.

1. Start the Rational DOORS database server if it is not already running.

2. Start the Rational DOORS client and log into the database.

3. Select the menu option Tools > Edit DXL.

4. Type this DXL script into the DXL input pane:

print getDatabaseldentifier()

5. Click Run.
Clicking Run results in a 16-digit, hexadecimal number in the DXL output field. For
example:

38f5c98719f27b6d

This number forms part of the database URN. In this example, the database URN is:

urn:rational:ers-4e5d7be01c020596:
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€] DDORS Database: / - DOORS
File Edit Wiew Favorites Change Management  Help

| B R P EFS 2]
J Favoritesl j |J Locationl j
------ [_J DOORS Datahase | Name [ Tune | neserintinn
£ DXL Interaction - DOORS M= E3

D] it

print getDataba=zeldentifier()

DL output
4e5d7be01c020596

l_ Uszermarme: Adn 4

Fiun [ext errar Frint... Load... Save bz, Browse... Cloze Help

6. Take note of the database URN. You must have the URN when modifying the
DOORS Web Access configuration files.

Adding the URN to the festival.xml file

The festival.xml file is one of the core configuration files for the DOORS Web Access
server, along with the doorsRedirector.properties file. You can find the files in this
directory by default:

C:\Program Files\IBM\Rational\DOORS Web Access\<version>\server\festival\config

You must modify entries in the festival.xml file to set up the DOORS Web Access server to
communicate with the broker and the license server. You must also add the URN you
gathered from the DXL output in the Rational DOORS client.

Modify the entries for f:broker, f:repository-mapping, and f:properties in the file to
match your broker, repository, and license server setup respectively.

1. Open the festival.xml file in a text editor.

2. Modify the repositoryUrn attribute of the f:repository-mapping tag using the
URN value that you gathered earlier.

®
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For example:

<f:repository-mapping
enabled="true"
endpoint="RMSERVICES"
name="DOORS ERS Repository"
repositoryUrn="urn:rational:ers-4e5d7be01c020596:" />

Get the keystore file and new self-signed certificate

When configuring SSL for DOORS Web Access and ClearQuest Web, you can create a key
store and certificate for both using IBM Key Management Utility. Alternatively, you can
create separate key stores and certificates for DOORS Web Access and ClearQuest Web.

Note: If you are generating your own certificate for testing purposes, you can create and
manage the keystore using the standard Java key tool facilities as documented on the Sun

web site. In addition to the Sun documentation, there are resources available on the
Internet that can help you with creating your own certificate and installing it into Tomcat.

Creating one keystore file and certificate for both products

Use the IBM Key Management Utility to generate the a key of the database type “JKS”. The
IBM HTTP Server packaged with Rational ClearQuest Web includes that tool. To generate
this key:

1. On the Rational ClearQuest Web server machine, open the IBM Key Management
Utility in the Windows Start menu path:
All Programs > IBM HTTP Server > Start Key Management Utility

2. In the Key Database File menu of the tool, select New.

3. Select "JKS” as Key database type. Provide a location to store the key. Click OK.

Key database information
DB-Type:
File Name: BEXY [ %]
Token Label: Key database type JKS -
File Name: |key.jks | Browse...
|Personal Certificates | geation: [caDatattest |
‘ OK | | Cancel ‘
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4. Type a password for the key and click OK.

| Password Prompt

Password: | |

Confirm Password: | |

0K Reset Cancel

5. After saving the key, click New Self Signed.

6. Select "X509 V3" as version.

E Etreate MNew Self-signed Certificate E =l
I

— Please provide the following:

Key Label Diakey |

version X5003 | v |
Key Size 1024 |«
Signature Algorithm

Common Name (optional) |CQS\IRF'CF'

- Organization (optional) | |
— Organizational Unit {optional) | | | e ‘ ‘ Retehe |
Locality {optional) | | ‘ Delete |
State/Province {optional)
‘ View/Edit... |
Zipcode {optional)
Country or region {optional) I:E ‘ LT |
alidity Period 365 Days ‘ Recreate Request... |
Subject Alternative Names
‘ Rename |
Email Address  (optional) | |
IP Address {optional) | | | e ‘
DNS Name {optional) | | | :

7. Click OK. Close the IBM Key Management Utility.

8. Find the generated key and copy it into a location on the Rational DOORS Web
Access server. The KeystoreFile value in the server.xml file points to this file.
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Creating separate keystore files and certificates for each product

Creating the keystore file and certificate for ClearQuest Web generally occurs with IBM Key
Management Utility. However, there is a another process available for DOORS Web Access if
you require it to have a separate keystore and certificate.

1. Go to server folder in the DOORS Web Access installation location. For example:
C:\Program Files\IBM\Rational\DOORS Web Access\<version>\server

2. Create a folder called “ssl”.

3. Open a command prompt and change to this directory:
<DOORS Web Access Installation>\win32\ibm-java2-i386-50\jre\bin

4. Run this command, replacing the parameter values as required. The password is
“ibm-team”. The alias is the name of the server where tomcat runs without the
domain details.
keytool -genkey -keyalg RSA -keysize 1024 —dname "CN=<Fully Qualified
Hosthame>, OU=DWA, O=1IBM, L=English, C=US" -validity 365 -storepass ibm-team

-keystore <DOORS Web Access Installation>\server\ssl\ibm-team-ssl.keystore
-keypass ibm-team -alias <host name>

Configure SSL and keystore file attributes for DOORS Web Access

1. Open the server.xml file in this directory of the DOORS Web Access server:

C:\Program Files\IBM\Rational\DOORS Web Access\<version>\server\conf

2. Find this line in the file:
<!-- Define a SSL HTTP/1.1 Connector on port 8443

3. Delete the beginning and ending comment indicators (<!—) from this section. Make

and save the changes the changes listed highlighted in bold:

<Connector port="8443" SSLEnabled="true" maxHttpHeaderSize="8192"
maxThreads="150" minSpareThreads="25" maxSpareThreads="75"
enableLookups="false" disableUploadTimeout="true"
acceptCount="100" scheme="https" secure="true"
clientAuth="false" sslProtocol="TLS"
keystoreFile="<directory>\<keystore file name>"
keystorePass="ProvideThePassword" algorithm="IbmX509"/>

Note: The keystoreFile parameter must match the location of the keystore file you
created for use with DOORS Web Access.
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Configure SSL and keystore file attributes for ClearQuest Web

1.

Open the httpd.conf file in this directory of the ClearQuest Web server:

C:\Program Files\IBM\Rational\HTTPServer\conf

Find this line in the file:
# LoadModule ibm_ssl_module modules/mod_ibm_ssl.so

Delete the comment indicators (#) from this line. Make and save the changes the

changes listed highlighted in bold:

LoadModule ibm_ssl_module modules/mod_ibm_ssl.so
Listen 443

<VirtualHost *:443>

SSLEnable

</VirtualHost>

KeyFile <directory>\keystorefilename.kdb

SSLDisable

Note: The KeyFile parameter must match the location of the keystore file you
created for use with ClearQuest Web.

Setup the Rational DOORS database server

1.

From the command prompt, go to this directory:
IBM\Rational\DOORS\ <version>\bin
Run this dbadmin command:

dbadmin -data 36677@host -dcnEnable -dcnBrokerUrl "tcp://host:61616"
-dcnChannelName "dcn" -dwaProtocol https ~dwaHost host -dwaPort port

For example:

C:\Program Files (x86)\IBM\Rational\DOORS\9.3\bin>dbadmin -data 36677@doorsserver
-dcnEnable -dcnBrokerUrl "tcp://DOORSserver:61616" -dcnChannelName "dcn"
-dwaProtocol https -dwaHost DOORSserver -dwaPort 8443

Restart the Rational DOORS Database Server service.

-----

&k Distributed Transac... Coordinate...  Started Automatic (0., Mebwork 5.,
EEDNS Client The DNS Cl..  Started Automatic Metwark 5.,

A D ) DB Server 9.3 Started Automatic Local Syskem
&hEncrypting File Syst... Provides th.., Manual Local System
GhExtensible Authenti... The Extens... Manual Local System
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Configure the Redirector Service with SSL

The Rational DOORS Redirector Service gives you the option to open DOORS URLs in a
standard Rational DOORS client or in a web client. The doorsRedirector.properties file is
is in the “server\festival\config” directory. If you do not configure the Redirector Service
Rational DOORS URLs open in the standard client.

1. Open the doorsRedirector.properties file from this directory:
<Rational Directory>\DOORS Web Access\<version>\server\festival\config

2. Modify the values of dwa.url.prefix and doors.url.prefix for the <properties>
tag:

<properties>
<comment>Configuration for DOORS Redirector.</comment>
<entry key="dwa.url.prefix”>https://DOORSserver:8443/dwa</entry>
<entry key="doors.enable”></entry>
<entry key="doors.url.prefix ">doors:/ /DOORSserver:36677/</entry>
<entry key="dwa.enable”></entry>

</properties>

Configure the festival.xml file

The festival.xml file is the core configuration file of Rational DOORS Web Access. The file is
in the “server\festival\config” directory. You must edit the file to enable SSL for the Rational
DOORS Web Access server to communicate with the broker and license server.

1. Open the festival.xml file from this directory:
<Rational Directory>\DOORS Web Access\ <version>\server\festival\config

2. Modify the license.server.location, display.redirector.urls,
published.url.prefix, ForceHttpsForAuthenticationForOAuth and oauth.domain
values for the <f:properties> tag:

For Example:

<f:properties>
<f:property name="license.server.location” value="19353@server”/>
<f:property name="display.redirector.urls” value="true”/>
<f:property name="published.url.prefix”

value="https://DOORSserver:8443/doors/redirector’/>

<f:property name="ForceHttpsForAuthenticationForOAuth” value="true"/>
<f:property name="oauth.domain” value="https://DOORSserver:8443/dwa”/>
<f:property name="interop.version” value="9.3.0.6"/>

</f:properties>

Note: If you want DWA V1.4.0.4 to run with the Rational DOORS client V9.3.0.5 or greater,
you must add an interop.version property with your Rational DOORS version as the value.
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Run the dbadmin command

Run the dbadmin command to configure the Rational DOORS database server so that the
generated URLs point to the Redirector Service.

1. From the command prompt, go to this directory:
IBM\Rational\DOORS\<version>\bin

a) If your environment is Rational DOORS V9.3 and DWA V1.4, run this dbadmin
command:

dbadmin -data port@host -urlPrefix https://server:port/doors/redirector
For example:

C:\Program Files (x86)\IBM\Rational\DOORS\9.3\bin> dbadmin -data
36677@DOORSserver -urlPrefix https://DOORSserver:8443/doors/redirector

b) If your environment is Rational DOORS V9.4 and DWA V1.5, run this dbadmin
command:

\Y/4

dbadmin -data port@host -urlPrefix
port

-dwaProtocol https -dwaHost host -dwaPort

For example:
C:\Program Files (x86)\IBM\Rational\DOORS\9.4\bin> dbadmin -data

36677@DOORSserver -urlPrefix "" -dwaProtocol https -dwaHost DOORSserver
-dwaPort 8443

2. Restart the Rational DOORS Database Server service in Control Panel on the server
machine hosting the database..

Start Rational DOORS Web Access with SSL

To start the Rational DOORS server and Rational DOORS Web Access, you must start the
processes in this order:

1. Start the broker by running broker.start.bat located in the Rational DOORS Web
Access directory:

C:\Program Files (x86)\IBM\Rational\DOORS Web Access\<version>

2. Restart the Rational DOORS Database Server service in Control Panel on the server
machine hosting the database.
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3. Run the Interoperation Server on the machine hosting DOORS Database Server
from the command prompt in this format:

doors.exe —interop —data port@myserver -brokerHost myBroker -brokerPort brokerport

For example:

C:\Program Files (x86)\IBM\Rational\DOORS\9.3\bin> doors.exe -interop —data
36677 @doorsserver -brokerHost doorsserver -brokerPort 61616

After you run the -interop command successfully, this window opens:

#l} doors.exe -interop -data 3667 7@svtdoorssvr -brokerHost sytdoorssyr -brokerPort 61616
Interop Server working on *TLOGICG.INMTEROP', tcp:/sdoorsserver:blb6l6?szocket .tcpNu!

Delay=truekwireFormat .maxInactivityDuration=08 l

4. Start the Rational DOORS Web Access server by running server.start.bat, located
in the in DOORS Web Access directory. For example:

C:\Program Files (x86)\IBM\Rational\DOORS Web Access\1.4.0.4\server.start.bat

5. Access Doors Web Access Client using this URL:

https://<host>:8443 /dwa
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Prepare the ClearQuest schema for the integration

You have two avenues to take when preparing the ClearQuest schema for this integration.
e Apply the packages to the schema to create new record types for the integration

e Configure an existing record type for the integration

Apply the RequirementsChangeRequest package to the schema

The first option is to apply the RequirementsChangeRequest package to your ClearQuest
schema. This adds new record types to the schema.

1. Log into the ClearQuest Designer tool.

2. Select the schema and schema version to which you will apply the package. Select
the menu option Packages > Apply Package.

3. In the Package Wizard, select the latest RequirementsChangeRequest package.
Click Finish to apply.

2 OSLCLinks

PO

£ Project

t# Repositary

# RequirementsChangeRequest
T 1.0

# f# RequisitePro

0 ®H BB H

4. Check in this schema version.

Once you apply the RequirementsChangeRequest package, the OSLCLinks package will
apply to the schema automatically. The inclusion of this package occurs to support these
features of the integration:

e Requirements Implementation

e Requirements Change Management with non-RequirementsChangeRequest
enabled ClearQuest record types.

e Requirements Gathering feature.
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5.

Verify the application of the packages in the schema properties:

= Propetties &3 F@ ClearQuest Database ﬂ.dmin} E Cu:unsu:ulew

3 Version: 2

Dietails

ﬁ Applied Packages

6.

[+ |G Uefect|rackingsetup

ﬁ Email

ﬁ Hiskory

ﬁ Mokes

= [l osLcLinks
OSLCLinks , 1.2

ﬁ Project

=l ﬁ Requirements_hanger equest
Requirements_hangeRequest , 1.1

ﬁ Resolution

Upgrade the ClearQuest user database to apply the changes for the schema

version. Right click the database and select Upgrade Database.

Database

p
= Properties |rﬁle ClearQuest Database Admin @3 = Cu:uns-:ule}

| Schema Mame | Database Type

[ yMasTR

Masker

Defect Tk
[ Create Database

# Remove
-5;§'.'5" Refresh

[+, Mave Database
Unidelete

[l Upgrade Database

[ Shaw Properties |

Rewverk

[T

7. Log into a Rational ClearQuest client.

8. Try to submit a record. You should now see RequirementsChangeRequest as one

of the record types.
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Configure an existing ClearQuest record type

The alternative option for preparing a ClearQuest schema for integration is configuring an
existing record type for use with RequirementsChangeRequest.

Note: Use this method only on schemas that do not have the RequirementsChangeRequest
record type and Requirements Change Management feature. The integration uses a
"OSLC_CQ_State_Mapping” global script. You cannot modify this script to support two
different record types.

1. Log into the ClearQuest Designer tool.

2. In a checked out schema version, choose an existing record type. For example,
“Defect”.

3. Apply the latest version of the OSLCLinks package to your schema. Select “Defect”
as the specific

m t; la_;s_t-.:.;n;r_ ':Package Wizard

=
# “’ Emni Apply Package To Record Ty
# f EnhancementRequest
m 8 eSignature Select a package and select records ko a)
® 1 GlobalSoriptUtility
: z :::2? .ﬁ.pplicfle Recard Types:
= # 0sLClinks 0O E customer
OSLCLinks A8 Defect
T 1.1 5L Links [0 Brroject
Tz 1.0 O5LC Links

4. Check in the schema and upgrade the user database.
5. Log into the ClearQuest client to verify the package installation.
6. Open a submission form for the target record type. There is now a Links tab. You

can cancel the submission of the record.

The next step is to map the ClearQuest record type states to the OSLC Change Management
states. In this example, you add a script for the Defect record type.

7. Check out the a new schema version.

8. Right click Global Script under the Defect record type. Select Perl > New Script.

9. Name the script "OSLC_CQ_State_Mapping”.
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Here is an example of an OSLC_CQ_State_Mapping global script implemented in Perl. The
subroutine maps the ClearQuest states (Assigned, Opened, Resolved and Closed) of a
Defect record type to the corresponding os/c_cm states. These are the mappings defined in
the global script:

e Assigned --> oslc_cm:inprogress is "1" (all other oslc_cm-* fields are "0")
e Opened --> oslc_cm:fixed is "1" (all other oslc_cm-* fields are "0")
e Resolved --> oslc_cm:approved is "1" (all other oslc_cm-* fields are "0")

e Closed --> oslc_cm:closed is "1" (all other oslc_cm-* fields are "0")

Here is the full script:

sub OSLC_CQ_State_Mapping
{
my ($myentity, $hook_type) = @_;
my $state = $myentity->GetFieldStringValue("State");

if ($hook_type eq "Validation") {
if ($state eq "Assigned") {
$myentity->SetFieldValue("oslc_cm-inprogress","1");
} else {
$myentity->SetFieldValue("oslc_cm-inprogress”,"0");
by

if ($state eq "Opened") {
$myentity->SetFieldValue("oslc_cm-fixed","1");
} else {
$myentity->SetFieldValue("oslc_cm-fixed","0");
by

if ($state eq "Resolved") {
$myentity->SetFieldValue("oslc_cm-approved”,"1");
} else {
$myentity->SetFieldValue("oslc_cm-approved”,"0");
by

if ($state eq "Closed™) {
$myentity->SetFieldValue("oslc_cm-closed”,"1");
} else {
$myentity->SetFieldValue("oslc_cm-closed"”,"0");
by

>
¥

10. Save the script.

11. Check in the schema and upgrade the user database.
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Configure cross-server communication

Starting in ClearQuest V7.1.2.1 and Rational DOORS Vv9.3.0.1, there is support for cross-
server communication and Open Authorization (OAuth) authentication. You must configure
cross-server communication on both the ClearQuest Web server and the DOORS Web
Access server.

Establish cross-server communication in ClearQuest Web

1. Log into ClearQuest Web with an account that has Super User privilege.

2. Select the menu option Site Administration > Cross-Server Communication in
the ClearQuest Web toolbar.

3. In the Cross-Sever Communication page, specify this information about the target
server with which you require established communication:

e Title: The target DOORS Web Access server

e Root Services URI: The URI for the target root services of the application to add
as a “friend” in this format:

https:/ / <friend-server>:<port-number> [/ <context> /rootservices

friend-server - Host name of the friend server. Must be a public URL with a
fully qualified domain name. Do not specify the IP address.

port-number - Port number for access the server.
Context - Application context. This is a configurable parameter.
Note: Verify that port 8443 is open on the Rational DOORS server using Microsoft

Windows Firewall. In Advanced Security, left menu click Inbound Rule. If port 8443
is not open, click New Rule. Use the wizard to create the inbound rule for the port.

Cross-Server Communication

Specify other servers with which vou want to establish server-to-server communication, Enter the location information of another
server and a code phrase to use as the OAuth secret, Then reguest access to that server to create an OAuth consumer key and
store the information in the friends list, Once the OAuth key is authorized by the other server, this server will be able to interact
with the other server,

Property Walue

Title: DWWaServer

Root Services URL https://doorsserver: 8443 fdwa/rdm/discovery/rootservices
Cauth Secret: eee

Re-type secret: sene

Trusted: v

Request Access
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Configure Project Relationships

1. Log into ClearQuest Web with an account that has Super User privilege.

2. Select Site Administration > Project Relationships on the ClearQuest Web
toolbar.

3. Select the DOORS server from the Server list. A DOORS Web Access authentication
window might open, prompting you for credentials for the remote service. Enter
your DOORS administrative user name and password. Click OK.

4. Select the DOORS Database - (Implements) service provider in the Service
Providers list

Add Project Relationship Link

Select a server and service provider to create a link with your project,

Server: DWwaServer j

Service Providers:

Add

5. In the Rational DOORS client, right click the DOORS Database and select
Properties.

#l DODRS Database: / - DDORS
File Edit View Favorikes Tools Change

| oii i 5o | 2| B =

J Favorites |

Fropetties. ..
Check Integrity. ..

6. Check the Local Keys tab to verify the authorization for ClearQuest Web.

ﬂ DOORS Database Properties - DOORS

ﬁ-‘n.ccessl Login F'Dlicyl Passwordl Meszage of the Da_l,Jl YWwelcome Screenl Digcuzzions Accessl Remate Services | Local Keps |

Oduth Consumers
Keps authorized for access on this server.

MHame I Consumer Key I
123.456.73:9102  012349678-9203-4567-80910- w0z 3 2h4 516
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Register DOORS Web Access OAuth Consumer in ClearQuest Web

1. Log into ClearQuest Web with an account that has Super User privilege.

2. Select Site Administration > OAuth Consumer Management on the ClearQuest
Web toolbar.

3. In the Consumer Name field, enter the name of the consumer that uses the
consumer key.

4. In the Consumer Key field, enter the OAuth key value to be associated with the
consumer.

5. In the Consumer Secret and Re-type Consumer Secret fields, enter the
consumer secret provided by the Jazz Team Server administrator.

Note: You must keep the Consumer Key and Consumer Secret in this page
consistent with Consumer Key and OAuth Key when configuring remote server in
the Rational DOORS client.

6. Click Register. You see the new key in the Authorized Keys section of the page.

OAuth Consumer Management

Register Consumer

Reqgister the Cauth Consumer's secret to create a new Consumer key. Trusted consumers will be able to share authorization
with other trusted consumers and users will not be prompted for approval to access data, It is recommended that external web
sites or products are considered as untrusted.

Property Walue
Consumer Mame: DWa Server
Consumer Key: 1234
Consumer Secret: LTI
Re-type Cansumer Secret: sene
Trusted:

Register

Provisional Keys

Consumers can request provisional Cauth keys which are not active until they are authorized by an administrator, The following
keys need to be authorized to be used as OAuth consumer keys,
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Register ClearQuest Web services in the Rational DOORS client

1. Log into the Rational DOORS native client with administrator privilege.

2. Right click DOORS Database and select Properties.

3. Go to the Remote Services tab and click Add. The Register Server window

opens.

4. 1In the Name field, enter a name to identify the Rational ClearQuest Web server.

5. In the Root Services URI field, enter the application context URI for the

ClearQuest Web server:

https://<ClearQuest Web host>/cqweb/oslc/repo/dbset/discovery

6. In the Consumer Key field, enter the OAuth key value to associate with the

consumer.

7. In the OAuth Secret and Confirm Secret fields, enter an OAuth secret code to
associate with the new OAuth consumer key.

8. Click Register

{1 DDORS Database Properties - DODRS - O] x|

. Generall .-i‘-.c:c:esal Login F'u:ulic:_l,ll F'a&swu:urdl Mezzage of the Dayl Wwielcome Screenl Dizcussions Access  Aemote Services | Local 4 | r

— Server List
Servers establizhed for server-to-zerver communication

M arna | Bk Sanvicas | IR

[ 7 s e (e iy [

. ﬂ Register Seryer - DOORS E |

Mame: |EDWEI:|

Fioot Services LIRL: |https: HMoqwebzerver. comdoquebdoglc/corepodb/userdb/discoveny

Ll Conzumer Key: |1 234

OAuth Secret: |"

e M

L... | Femove... |

— Call
& [T Trusted

Confirm Secret: |’“‘“’1

R eqgister I

Cancel

®
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Add ClearQuest Web connection to Collaboration Links

1. Log into the Rational DOORS native client with administrator privilege.
2. Right click DOORS Database and select Properties.

3. Go to the Remote Services tab.

4. Click Add in the Collaboration Links section.

5. In the Server field, select your Rational ClearQuest Web server.

6. Provide your ClearQuest login and password.

7. Select your ClearQuest user database and click Add. The ClearQuest user database
is now in the Collaboration Links list of the DOORS database properties.

8. Click OK to close DOORS database properties.

€] DOORS Database Properties - DOORS _ O] x|

Generall .-’-'u:u:essl Loagin F'u:ulicyl F'asswnrdl lMeszage of the Dayl Welcome Screenl Discussions Access  Demote Services | Local 4 | 'I

 Server Ligt
Servers established for server-to-server communication

MLE) @) Add Service Link Type - DODRS Funsumer (=1

Select a zervice provider that pou want to create a link with your project area.

Serverl j
W CCieb |
ki | B
Add.. Edi.. | | Remave. |
— Callz
he ezcrption LIRL |

®
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Defining a template for the integration

Define a template in Rational DOORS. Note the Requirement Change Management feature
supports the ClearQuest record type "“RequirementsChangeRequest”. Your ClearQuest
schema requires the RequirementsChangeRequest package for that record type. You can
also use the feature with another, existing record type (such as Defect) if you prepared your
schema in that way.

1. Log into the Rational DOORS client with administrator privilege.

2. Select the menu option Change Management > Define Configuration
Templates.

&l DOORS Database: / - DOORS
Fil= Edit ‘iew Favorites Tools | Change Management  Help

J o Zhi | :3‘| B [efine Configuration Templakes

Copy Module Configuration

J Favnritesl
Svnc All Modules

=+ | DOORS Database

H 1

Database Cleanup
|

Configure Rational Change Management Server

1. In the Template Name field, type the template name.
2. Select the method of authentication, either basic authentication or OAuth.
a) For basic authentication:
i. Enter the OSLC URL for the ClearQuest Web server. For example:
https://server:port/change/oslc

Note that the server URL might not need a port value.

#] Configuration Template - DOORS M=] E3

Step 1 Configure B ational Change Management Server | Step.2 Requirements Change Management I Step.3 Requirements ImplenLI_"I

Template Mame : |HEH

tuthentication :  Basic&uth € Oéuth

Rational Change Management Server Configuration
Ewample: http:/fmyzerver 8080/ Change/ozlc

IRL far Change Management serer Ihttns:.-".-"c:,uwebsewer.E:Dma’cuweb.-"oslc Canrect |

Repozsitany: Icqrepndh j
Databaze: cqrepodb/uzerdb A
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ii. Click Connect.
iii. Log into the ClearQuest system.

iv. Select the ClearQuest user database.

b) For OAuth mode:

i. Make sure you complete the steps to Configure cross-server
communication in advance.

ii. If this is complete, you can select the ClearQuest user database right away.

[I' Configuration Template - DODRS

Step.1 Configure R ational Change Management Server | Step.2 Fequirements Change M anagement I Step.3 Re

Template Mame : ITestD.-’-'«uthFlEFl

Luthentication : € Basic Auth % Dduth

Rational Change Management Server Configuration
Select a CM Tool ; |[carepodb db -

3. Click Next to move to the Step.2 Requirements Change Management tab.

Requirements Change Management

1. Enter the states in the Values section

a) If you are using the RequirementsChangeRequest record type, define these
values: Assigned, Review, Approved, Applied.

b) If you are using an existing record type, enter the ClearQuest states that are
appropriate for that record type. Use the state name as defined in the
ClearQuest schema state transition matrix rather than the form label.

2. Check the For ClearQuest option.
a) If you are using the RequirementsChangeRequest record type: Enter

“Apply” in the Apply Action Attribute field and “"Review” in the Review
Action Attribute field.
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b) If you are using an existing record type, enter the ClearQuest actions that are
appropriate for that record type in the ClearQuest schema state transition

matrix.
#) Configuration Template - DOORS [_ O}

Step.1 Configure Rational Change Management Server  Step.2 Requirements Change Management | Step.3 Requirements Implen_{ | L4

Walues

Aszigned State: IAssigned

Fieview State: |F|eview

Approved State: |.-’-‘«ppr0ved

Applied State: |Applied

[V For ClearQuest

Apply Action Attribute: |.t‘-\pp|_l,l Rieview Action Attribube: |F|eview

[~ Faor Rational Teamn Concert

Applytction Attibute: | Feviews dction dbiibute: |

State Attibute: |

1ms BTVl A e P = quirementsChangeR equest

Conflicting Proposal Eehaviar: ITake o action ;I

|+ Show RCR Recording Fepart W Enable Beject buttar in Diadd

3. Select the record type in the RCR Submit Form field.
4. In the Conflicting Proposal Behavior field, select the option Take no action.
5. Check the Show RCR Recording Report option to show the RCR Recording report.

6. To enable the Reject button on the Rational DOORS Web Access Requirement
Change Management page, check Enable Reject button in DWA.

7. Click Next to display the Step.3 Requirements Implementation tab.

Requirements Implementation

1. Enter the the appropriate forms for the appropriate ClearQuest record type in the
Use Submit Form and Use Add Form fields.

Note: For all fields, select the options that are applicable to your schema and the
record type chosen for implementation requests.
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¥l Configuration Template - DDDRS _ (O] x|

Step.2 Requirements Change Management  Step. 3 Requirements Implementation | Step.4 Reguirements Gathering I Step.5 Finigk 4 I 4 I

Uze Submit Form IF|equirementsEhangeHequest
ge ddd Form:

[
RequirementsChangeRequest

2.

Click Next to display the Step 4 Requirements Gathering tab.

Requirements Gathering

Note: Skip this step if you are not using the requirements gathering feature
1.

In the Default Query String field, enter the OSLC style query string used during
requirements gathering. For example:

oslc:cm:status="Assigned"

2. Select your Change Requirement Type.

) Configuration Template - DOORS M=l E3

Step. 2 Requirements Change Management | Step.3 Requirements Implementation  Step.4 Requirements Gathering | Step.5 Finisk 4 I L4 I
Drefault Query String : |cmlu:_c:m:status="Assigned"

Change Requirement Type: ([0

3. Click Next to display the Step.5 Finish tab.

Finish template configuration
1. In the Template Summary, review your selections. After your review, you can
perform one of these actions:
a) If the information is correct, click Finish to save your configuration template
b)

If you need to correct the information, click Back to return to the correct tab
and make the necessary corrections.
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Enabling the integration from the DOORS client

Create the DOORS project and module for configuration

1. Log into the DOORS native client as Administrator.
2. Right click the DOORS Database and select New > Project.
3. Right click the created Project and select New > Formal Module.

€] DODRS Database: /Project1 - DDORS

File Edit View Favorites Tools Change Management Help

| oo o g | 2P| B | |
J Favoritesl ;I |J Location I.-"F'roiec:t‘l
= | DOORS Database Marmne | Type | Deseription
-1 Project] ModuleS Froject
E

Mame: [ModuleRCR

D escription: |

e | L Insert Template - DDORS

Start at: |1 Prefix: I Select the template you want to use.

FEE O FEE A

-1 Template library
-1 Design Contral
-0 DoD-STD-21674
- MIL-STD-4302
-3 MIL-STD-433

{1 |EEE Std 12207
-3 IEEE 5/ Standards
-3 150 6592
[
[
[
[

— Template
¥ Use a template

| B

oK I Cancel

e J-STD-016
e JCIDS

w0 Objectom [RUP)
e PS5-08.

. I S SADT template

example template

4. Open the module.
5. Select the menu option Change Management > Configure Module.
6. Click Save and Continue when prompted.

lDooRs

M odule needs to be zaved before the module configuration.
Click "Save and Continug" to save the module and continue the module configuration.
Click "Cancel" ta cancel the module canfiguratian.

] Save and Continue I Cancel |
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Enable Requirements Implementation

In the Template Name field, select the configuration template to use for this
module.

To show the change management menus, select ON for the Integration Status.
Check the Enable Requirements Implementation option.
Check the Create IR Attrs View option.

Click Save

{1l Configure Module for Change Management - DOORS =]

Uze the fallowing configuration template:

Template Mame I Integration Status : & ON ¢ OFF
DefectRCHM
RCR I~ Enable Requirements Change Management

LIRS Attibutes Managed by HERs

™| Create FIER At Wiew
I™ | Manage Esternal links [T Manage (ntermal DODES Links
¥ Enable Requirements Implementation

Show Template Details | ap Attibutes far CH IR S ubmizsion

[V Create IR Attrs View

I~ Enable Fequirements Gathering

Close |

Enable Requirements Change Management

In the Template Name field, select the configuration template to use for this
module.

To show the change management menus, select ON for the Integration Status.
Check the Enable Requirements Change Management option.

Check the Create RCR Attrs View option.

Check the Manage External Links option.

Check the Manage Internal DOORS Links option.
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7. Click Save

#ll Configure Module for Change Management - DOORS

Uge the following configuration template:

Template Mame I Integration Status : & OM € OFF
DefectRCM
ACR [¥ Enable Requirements Changs Management

DOORS Attributes Managed by RCRs |

[¥ Create RCR Attrs Yiew

[~ Enable Requirements |mplementation

Show Template Details | hap Attributes far kB Submizziorn |

™| Create [ At Yisw

I™ | Enable Bequirements Gathering

IS[=] E3

¥ Manage External Links W Manage Internal DOORS Links

Enable Requirements Gathering

coe |

1. In the Template Name field, select the configuration template to use for this

module.

2. To show the change management menus, select ON for the Integration Status.

3. Check the Enable Requirements Gathering option.

4. Click Save

#l Configure Module for Change Management - DDORS

Llze the following configuration template:

Template Name [ Integration Statuz : @ ON ¢ OFF
DefectRC _
natle Fequiements Change fanagemer
RCR I™ | Enatle R tz Eh i 1

DOEES Attibutes Managed by BERs

I Create BER Attre iiem

[~ Enable Requirements Implementation

Shaw Template Details | Iap Attrbutes far Ekd [F Submission

I Create [ Athre ke

v Enable Requirements Gathering

I” Manage External links: [T Manage ntermal DOOERS Links

IS[=1 B3

Cloge |
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Conclusion

This concludes the configuration for integrating Rational ClearQuest Web and Rational
DOORS Web Access. You can now use the integration to carry out activities include
requirements implementation, requirements change management, and requirements
gathering. Use the steps in this white paper, the configuration provides you with extra
security by taking advantage of SSL technology.
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